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e-Safety 
1. Introduction 
 
The Little Learners e-Safety Policy covers the safe use of the Internet and electronic communications 
technologies such as mobile phones and other personal devices such as tablets, smart watches, e-
readers, electronic dictionaries, digital cameras and laptops.  These technologies are considered to be an 
everyday item in today’s society and even children in early year’s settings may own and use online 
personal devices regularly. Mobile phones and personal devices can be used to communicate in a 
variety of ways with texting, cameras, voice recording and internet accesses all common features. 
 
In today’s society, children, young people and adults interact with technologies such as mobile phones, 
games consoles and the Internet on a daily basis and experience a wide range of opportunities, attitudes 
and situations. The exchange of ideas, social interaction and learning opportunities involved are greatly 
beneficial to all, but can occasionally place children, young people and adults in danger. 
 
e-Safety covers issues relating to children and adults and their safe use of the Internet, mobile phones 
and other personal electronic communications technologies.  It includes education for all members of 
staff on risks and responsibilities and is part of the ‘duty of care’ which applies to everyone working with 
children. 
 
Little Learners recognises that children and staff cannot be completely prevented from being exposed to 
risks both on and offline.  Children should be empowered and educated so that they are equipped with 
the skills to make safe and responsible decisions as well as to feel able to report any concerns. All 
members of staff need to be aware of the importance of good e-Safety practice in our nurseries in order 
to educate and protect children in their care. Members of staff also need to be informed about how to 
manage their own professional reputation online and demonstrate appropriate online behaviours 
compatible with their role.   
 
It is crucial that everyone involved is aware of the offline consequences that online actions can have. 
 
This policy sets out Little Learners approach to e-Safety and identifies the core principles which all 
members of staff need to be aware of and understand.  This policy is part of the suite of LifeLine 
Project’s Data Protection and Safeguarding and Child Protection policies that include the Use of 
Cameras, Other Personal Devices and Camera policy.  
 
2. Why the Internet and digital communications are important  
 
The internet is now regarded as an essential resource to support teaching and learning and computer 
skills are vital for accessing life-long learning and employment.  It is important for children to learn to be 
e-safe from an early age.  Little Learners can play a vital part in starting this process. 
 
In line with other policies that protect children from other dangers, there is a requirement to provide 
children with as safe an internet environment as possible and a need to begin to teach them to be 
aware of and respond responsibly to possible risks. 
 
We have a duty of care to ensure children in our nurseries are not exposed to inappropriate information 
or materials. 
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3. Internet use will enhance and extend learning  

 

 Internet access will be designed to enhance and extend education. 

 We also need to ensure that children know how to ask for help if they come across material that 
makes them feel uncomfortable.  

 We will ensure that the copying and subsequent use of Internet-derived materials by staff complies 
with copyright law. 

 Children will be taught how to use the internet  
 
Staff will use age-appropriate, authorised sites to access teaching and learning materials for children. 
 
4. Managing Information Systems  

 
Anti-virus protection and malware protection is installed on LifeLine Projects devices - see 9.12.1 of 
LifeLine Projects Data Protection Policy for full details. 
 
Virus protection is updated regularly. 
 
Staff must ensure that ICT and online activities meet the operational requirements of the LifeLine 
Projects Data Protection and Reasonable use policy. 
 
ICT system security breaches will be reported using the SharePoint Incident reporting system.  Once 
reported, LifeLine Projects senior staff will determine if any additional action is required.  
 
5. Email  

 
Staff should only use their LifeLine email address in communication with parents and any other business 
communications.  
 
The forwarding of chain letters is not permitted. 
 
6. Published content (network or online)  

 
LifeLine Projects will not publish staff or children’s personal contact information.   
 
Points of contact on our website are limited to the nursery address, telephone number and Nursery 
Manager e-mail address.   
 
In liaison with the Communications Manager, Nursery Managers will ensure that published content is 
accurate and appropriate.  
 
7. Publishing children’s images  

 

 Images or videos that include children will be selected carefully. 

 Children’s full names will not be used anywhere on the website, particularly in association with 
photographs. 
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 Written permission from parents/carers will be obtained before images/videos of children are 
electronically published. 

 
See LifeLine Project’s Use Of Cameras and Images in Educational Settings Policy for full details of our 
policy and procedures. 
 
8. Social networking and personal publishing  

 
Staff must not post anything on to social networking sites such as Facebook and Twitter that could be 
construed to have any impact on Little Learner’s reputation or relate to our nurseries or any children 
attending the nursery in any way.  This includes: 
 

 Staff must no post anything on to social networking sites that could offend any other member of 
staff or parent using the nursery. 

 If staff choose to allow parents to view their page on social networking sites this relationship must 
remain professional at all times. 

 No member of staff is permitted to discuss or post on social media any information relating to any 
part of their work at Little Learners, including but not exclusive to, comments on other staff, 
children, the working day and practices. This includes but is not exclusive to Facebook and Twitter 
and is in line with our Safeguarding and Children Protection and Data Protection policies.  

 
9. Communication with Children and Parents  

 
Communication between children and adults, by whatever method, should take place within clear and 
explicit professional boundaries. This includes the wider use of technology such as mobile phones, text 
messaging, e-mails, digital cameras, videos, web-cams, websites and blogs.   
 
Staff should not share personal information with a child or parent other than that which might be 
appropriate as part of their professional role. They should not request, or respond to, any personal 
information from the child or parent, other than that which might be appropriate as part of their 
professional role.   
 
 
Staff should ensure that all communications are transparent and open to scrutiny. 
 
Staff should also be circumspect in their communications with children to avoid any possible 
misinterpretation of their motives or any behaviour that could be construed as grooming. They should 
not give their personal contact details to children and parents including e-mail, home or mobile 
telephone numbers, unless the need to do so is agreed with the Nursery Manager and parents/carers.  
 
E-mail or text communications between an adult and a child outside agreed protocols may lead to 
disciplinary and/or criminal investigations. This also includes communications through internet-based 
web sites such as Facebook and Twitter. 
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10. Managing filtering  

 
Internet access in pre-school will be tailored expressly for educational use and will include appropriate 
filtering. Staff will guide the children in online activities that will support their learning journeys and will 
monitor the websites being used by the children during nursery sessions. 
 
The internet is also used in our nurseries to support the professional work of staff, to allow effective 
planning and to enhance the nursery’s management information and business administration systems.   
 
We use Tapestry, an on-line learning journal, to record children’s progress against the Early Years 
Statutory Framework.  Staff use iPads to record and upload children’s observations onto Tapestry.  
 
Nursery Managers and Deputy Managers have access to computer equipment issued by LifeLine 
Projects’ and Little Learners email accounts. 
 
Sections 9.12, 9.13 and 9.16 of LifeLine Projects’ Data protection policy fully details our network security 
arrangements, access controls and network monitoring processes.   
 
Where staff discover unsuitable sites have been accessed, they must: 
 

 report the incident to OneStop Cloud (IT security and maintenance providers) on 08000 80 30 30 so 
that filters can be reviewed 

 record the incident on SharePoint 

 report to the incident to the e-Safety Co-ordinator. 
 
Senior staff will ensure that regular checks are made to ensure that the filtering methods selected are 
appropriate, effective and reasonable. 
 
11. Managing emerging technologies  

 
Emerging technologies will be risk assessed before use is allowed.  
 
12. Protecting personal data  

 
Personal data will be recorded, collected, stored, used, transferred, shared and destructed according to 
the Data Protection Act 1998 and any other relevant legislation. 
 
13.  Managing risk 

 
13.1  Authorising ICT access  
 
All staff must read and sign an Acceptable Use Agreement.  
 
13.2  Assessing risks  
 
Little Learners will take all reasonable precautions to ensure that users access only appropriate material.  
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However, due to the international scale and linked nature of Internet content, it is not possible to 
guarantee that unsuitable material will never appear on a staff’s computer.  
 
The use of computer systems without permission or for inappropriate purposes could constitute a 
criminal offence under the Computer Misuse Act 1990.  
 
Methods to identify, assess and minimise risks will be reviewed regularly. 
 
LifeLine Projects will audit ICT to establish if the e-safety policy is adequate and that the implementation 
of the e-safety policy is appropriate and effective.  
 
14.  Use of mobile phones, other personal devices and cameras 
 
We take steps to ensure that there are effective procedures in place to protect children, young people, 
and vulnerable adults from the unacceptable use of mobile phones, other personal devices and cameras 
in the setting. 
 
14.1  Staff personal mobile phones, other personal devices and cameras 
 
Personal mobile phones, other personal devices and cameras belonging to members of staff are not to 
be used in the children’s rooms during work hours.  

 
a) On arrival, staff who work at the nursery must transfer their personal devices into a plastic pocket 

that will be stored in a secure area, usually the office. 
b) Staff are only permitted to use their personal devices during designated breaks and in designated 

areas, usually the office or staff room.  Where mobile phone reception is an issue, local 
arrangements may apply but these must be agreed with the Nursery Manager before agreeing to 
areas other than the staff room or office. 

c) In the event of an emergency, personal devices may be used in the designated area with permission 
of the Nursery Manager. 

d) It is the responsibility of staff to ensure that the telephone number of the nursery is known to 
immediate family and other people who need to contact them in an emergency. 

e) The sending of abusive or inappropriate messages or content via mobile phones or personal devices 
is forbidden by any member of the staff an any breaches will be dealt with as part of the staff 
disciplinary policy. 

f) Staff are not permitted to take photographs of children for their personal use. 
 
14.2  Parents 
 
a) Parents are requested not to use their mobile phones and personal devices when collecting their 

child/children from nursery.   
b) It is the responsibility of staff to remind parents of this policy if they enter the setting using their 

mobile phone. 
c) Arrangements must be made to store personal devices in a secure area for parents attending 

settling-in and observation sessions with their child. 
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14.3  Visitors 
 
a) Visitors are only permitted to use their mobile phones and other personal devices in designated 

areas, usually the office or staff room.  It is the responsibility of staff to make visitors aware of this 
policy. 

b) On arrival, visitors must transfer their personal devices into a plastic pocket, or be asked to leave 
bags containing their personal devices in a secure area, usually the office. 

 
14.4  Outings 
 
Staff are not permitted to use personal devices on outings.  Little Learners will provide a works mobile 
phone and camera equipment for use on outings. 
 
14.5  Signage 
 
The Nursery Manager will ensure signage is displayed in appropriate areas at the setting advising 
parents and other visitors of the use of mobile phone and personal devices policy. 
 
14.6.  Cameras and videos 
 
a) Members of staff must not bring their own camera, video recorder or other personal devices that 

can record moving images into the setting. 
b) Photographs and recordings of children may only be taken for valid reasons e.g. to record learning 

and development, or for displays within the setting. 
c) Photographs or recordings of children may only be taken on equipment approved by Little Learners. 
d) Camera and video use is monitored by the Nursery Manager. 
e) Where parents request permission to photograph or record their own children at special events, 

permission will first be gained from all parents for their children to be included. 
f) Photographs and recordings of children are only taken of children if there is written permission to do 

so (found on the individual child’s photograph/video consent form). 
g) Photographs of children will only be used on social media, or on the Little Learners nursery website, 

if consent has been gained from parents. 
 
15.  Handling e-safety complaints  
 
Complaints of Internet misuse will be dealt with under the Little Learners complaints policy. 
 
The Nursery Manager is responsible for dealing with complaints. 
 
Any complaint about staff misuse must be referred to the Nursery Manager. 
 
Complaints of a child protection nature must be dealt with in accordance with our Child Protection 
procedures – see Safeguarding and Child Protection policy. 
 
16.  Communicating e-safety  
 
The e-safety policy will be issued to, and discussed with, all members of staff. 
 
To protect all staff and children, Little Learners will implement Acceptable Use Policies. 
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Staff will be made aware that Internet traffic can be monitored and traced to the individual user.  
Discretion and professional conduct is essential.  Up-to-date and appropriate staff training in safe and 
responsible Internet use, both professionally and personally, will be provided for all members of staff.  
 
17.  Enlisting parents/carers support  
 
All parents are made aware of our e-safety policy, copies of which are available in the reception areas in 
our nurseries and on Little Learners website. 
 
18.  Sources of support  
 
CEOP (Child Exploitation and Online Protection Centre): www.ceop.police.uk  
Childline: www.childline.org.uk  
Childnet: www.childnet.com  
Cybermentors: www.cybermentors.org.uk  
Kidsmart: www.kidsmart.org.uk 
Think U Know website: www.thinkuknow.co.uk 
 
This policy is linked to the policies identified below: 
 
Complaints 
Data Protection Policy  
Health and Safety 
Safeguarding and Child Protection Policy 
Staff Code of Conduct 
Use of Images and Videos in Education Settings 
Whistleblowing. 
 
This policy meets the requirements of the Statutory Framework for the EYFS 3rd April 2017: 3:4. 
 

Date policy last reviewed/updated 19th June 2017 Julia Ward, Quality Manager 
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